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1 Introduction  

1.1 !ÍÂÄÁÈÌȭÓ ,Á× 
In a program that is run in parallel on ὲ computational units, and where fraction ὴ of the overall execu-

tion can exploit parallelism, the speedup (compared to a sequential execution) is 

ÓÐÅÅÄÕÐ
ρ

ρ ὴ
 

1.2 Basic Notions  

1.2.1 Multiprocessing  

- Multiprocessing is the use of more than one processing unit in a system. 

- Execution of processes is said to be parallel, as they are running at the same time. 

 

1.2.2 Multita sking  

- Even on systems with a single processing unit, it appears as if programs run in parallel. 

- This is achieved by the operating system through multitasking: it switches between the execu-

tion of different tasks. 

- Execution of processes is said to be interleaved, as all are in progress, but only one at a time is 

running. 

 

1.2.3 Definitions  

- A (sequential) program is a set of instructions. 

- Structure of a typical process 

o Process identifier: unique ID of a process. 

o Process state: current activity of a process. 

o Process context: program counter, register values. 

o Memory: program text, global data, stack and heap. 

- Concurrency: Both multiprocessing and multitasking are examples of a concurrent computation. 

- A system program called the scheduler controls which processes are running; it sets the process 

states: 



o new: being created. 

o running: instructions are being executed. 

o ready: ready to be executed, but not assigned a processor yet. 

o terminated: finished executing. 

 
o A program can get into the state blocked by executing special program instructions (so-

called synchronization primitives). 

o When blocked, a process cannot be select-

ed for execution. 

o A process gets unblocked by external 

events which set its state to ready again. 

- The swapping of processes on a processing unit by 

the scheduler is called a context switch. 

o Scheduler actions when switching processes P1 and P2: 

 
- Programs can be made concurrent by associating them 

with threads (which is part of an operating system process) 

o Components private to each thread 

Á Thread identifier 

Á Thread state  

Á Thread context 

Á Memory: only stack 

o Components shared with other threads 

Á Program text 

Á Global data 

Á Heap 

1.2.4 The Interleaving Semantics  

- A program which at runtime gives rise to a process containing multiple threads is called a paral-

lel program. 

- We use an abstract notation for concurrent programs: 

P1.state := ready  

// save register values as P1ôs context in memory 

// use context of P2 to set register values  

P2.state := running  

 



 
- Executions give rise to execution sequences. For instance 

 
- An instruction is atomic if its execution cannot be interleaved with other instructions before its 

completion. There are several choices for the level of atomicity, and by convention every num-

bered line in our programs can be executed atomically. 

- To describe the concurrent behaviour, we need a model: 

o True-concurrency semantics: assumption that true parallel behaviours exist. 

o Interleaving semantics: assumption that all parallel behaviour can be represented by the 

set of all non-deterministic interleavings of atomic instructions. This is a good model for 

concurrent programs, in particular it can describe: 

Á Multitasking: the interleaving is performed by the scheduler. 

Á Multiprocessing: the interleaving is performed by the hardware. 

o By considering all possible interleavings, we can ensure that a program runs correctly in 

all possible scenarios. However, the number of possible interleavings grows exponential-

ly with the number of concurrent processes. This is the so-called state space explosion. 

1.3 Transition Systems and LTL 
- A formal model that allows us to express concurrent computation are transition systems, which 

consist of states and transitions between them. 

o A state is labelled with atomic propositions, which express concepts such as 

Á ὖẅς (the program pointer of ὖ points to 2 

Á ὼ φ (the value of variable ὼ is 6) 

o There is a transition between two states if one state can be reached from the other by 

execution an atomic instruction. For instance: 



 

 
- More formally, we define transition systems as follows: 

o Let ὃ be a set of atomic propositions. Then, a transition system Ὕ is a triple ὛȟOȟὒ 

where 

Á Ὓ is the set of states, 

Á ṖOὛ Ὓ is the transition relation, and 

Á ὒȡὛO  .ὃ is the labelling functionע

o The transition relation has the additional property that for every ίɴ Ὓ there is an ίᶰὛ 

such that ίO ί. 

o A path is an infinite sequence of states: “ ίȟίȟίȟȣ 

o We write “Ὥ for the (infinite) subsequence ίȟί ȟί ȟȣ 

- For any concurrent program, its transition system represents all of its behaviour. However, we 

are typically interested in specific aspects of this behaviour, e.g., 

o άǘƘŜ ǾŀƭǳŜ ƻŦ ǾŀǊƛŀōƭŜ ὼ ǿƛƭƭ ƴŜǾŜǊ ōŜ ƴŜƎŀǘƛǾŜέ 

o άǘƘŜ ǇǊƻƎǊŀƳ ǇƻƛƴǘŜǊ ƻŦ ὖ ǿƛƭƭ ŜǾŜƴǘǳŀƭƭȅ Ǉƻƛƴǘ ǘƻ фέ 

- Temporal logics allow us to express such properties formally, and we will study linear-time tem-

poral logic (LTL). 

1.3.1 Syntax and Semantics of Linear -Time Temporal Logic  

- Syntax of LTL is given by the following grammar: 

ɮḋ Ὕ ȿ ὴ ȿ ɮ ȿ ɮ ᷈ɮ ȿ ╖ ɮ ȿ ╕ ɮ ȿ ɮ ╤ ɮ ȿ ╧ ɮ 

- The following temporal operators exist: 

o ╖ ɮ: Globally (in all future states) ɮ holds 

o ╕ ɮ: In some future state ɮ holds 

o ɮ ╤ ɮ : In some future state ɮ  holds, and at least until then, ɮ  holds. 

- The meaning of formulae is defined by the satisfaction relation Ṻ for a path “ ίȟίȟίȟȣ 



o “ṺὝ 

o “Ṻὴ iff ὴɴ ὒί  

o “Ṻ ɮ iff “Ṻɮ does not hold 

o “Ṻɮ ɮ᷈  iff “Ṻɮ  and “Ṻɮ  

o “Ṻ╖ ɮ iff for all Ὥ ρ, “ὭṺɮ 

o “Ṻ╕ ɮ iff there exists Ὥ ρ, s.t. “ὭṺɮ 

o “Ṻɮ ╤ ɮ  iff exists Ὥ ρ, s.t. “ὭṺɮ  and for all ρ Ὦ Ὥ, “ὮṺɮ  

o “Ṻ╧ ɮ iff “ςṺɮ 

- For simplicity, we also write ίṺɮ when we mean that for every path “ starting in ί we have 

“Ṻɮ. 

- We say two formulae ɮ and ɰ are equivalent, if for all transistion systems and all paths “ we 

have 

“Ṻɮ       ÉÆÆ       “Ṻɰ 

o For instance, we have 

Á ╕ ɮḳὝ ╤ ɮ 

Á ╖ ɮḳ  ╕ ɮ 

1.3.2 Safety and Liveness Properties  

- There are two types of formal properties in asynchronous computations: 

o Safety properties ŀǊŜ ǇǊƻǇŜǊǘƛŜǎ ƻŦ ǘƘŜ ŦƻǊƳ άǎƻƳŜǘƘƛƴƎ ōŀŘ ƴŜǾŜǊ ƘŀǇǇŜƴǎέΦ 

o Liveness properties ŀǊŜ ǇǊƻǇŜǊǘƛŜǎ ƻŦ ǘƘŜ ŦƻǊƳ άǎƻƳŜǘƘƛƴƎ ƎƻƻŘ ŜǾŜƴǘǳŀƭƭȅ ƘŀǇǇŜƴǎέΦ 

1.4 Concurrency Challenges  
- The situation that the result of a concurrent execution is dependent on the non-deterministic in-

terleaving is called a race condition or data race. Such problems can stay hidden for a long time 

and are difficult to find by testing. 

- In order to solve the problem of data races, processes have to synchronize with each other. Syn-

chronization describes the idea that processes communicate with each other in order to agree 

on a sequence of actions. 

- There are two main means of process communication: 

o Shared memory: processes communicate by reading and writing to shared sections of 

memory. 

o Message-passing: processes communicate by sending messages to each other. 

- The predominant technique is shared memory communication. 

- The ability to hold resources exclusively is central to providing process synchronization for re-

source access. However, this brings other problems: 

o A deadlock is the situation where a group of processes blocks forever because each of 

the processes is waiting for resources which are held by another process in the group. 

- There are a number of necessary conditions for a deadlock to occur (Coffman conditions): 

o Mutual exclusion: processes have exclusive control of the resources they require. 

o Hold and wait: processes already holding resources may request new resources. 

o No pre-emption: resources cannot be forcibly removed from a process holding it. 



o Circular-wait: two or more processes form a circular chain where each process waits for 

a resource that the next process in the chain holds. 

- The situation that processes are perpetually denied access to resources is called starvation. 

Starvation-free solutions often require some form of fairness: 

o Weak fairness: if an action is continuously enables, i.e. never temporarily disabled, then 

it has to be executed infinitely often. 

o Strong fairness: if an activity is infinitely often enables, but not necessarily always, then 

it has to be executed infinitely often. 

  



2 Synchronization Algorithms  

2.1 The mutual exclusion problem  
- Race conditions can corrupt the result of a concurrent computation if processes are not properly 

synchronized. Mutual exclusion is a form of synchronization to avoid simultaneous use of a 

shared resource. 

- We call the part of a program that accesses a shared resource a critical section. 

- The mutual exclusion problem can then be described as ὲ processes of the following form: 

 
- The entry and exit protocols should be designed to ensure 

o Mutual exclusion: At any time, at most one process may be in its critical section. 

o Freedom of deadlock: If two or more processes are trying to enter their critical sections, 

one of them will eventually succeed. 

o Freedom from starvation: If a process is trying to enter its critical section, it will eventu-

ally succeed. 

- Further important conditions: 

o Processes can communicate with each other only via atomic read and write operations. 

o If a process enters its critical section, it will eventually exit from it. 

o A process may loop forever, or terminate while being in its non-critical section. 

o The memory locations accessed by the protocols may not be accessed outside of them. 

2.2 0ÅÔÅÒÓÏÎȭÓ !ÌÇÏÒÉÔÈÍ 

 

- tŜǘŜǊǎƻƴΩǎ ŀƭƎƻǊƛǘƘƳ ǎŀǘƛǎŦƛŜǎ Ƴǳǘǳŀƭ ŜȄŎƭǳǎƛƻƴ ŀƴŘ ƛǎ ǎǘŀǊǾŀǘƛƻƴ-free. It can also be rather easily 

generalized to ὲ processes. 

while  true  loop  

  entry  protocol  

  critical section  

  exit protocol  

  non - critical section  

end  

 



 

- In this generalization, every process has to go though ὲ ρ stages to reach the critical section; 

variable Ὦ indicates the stage. 

o enter[i] : stage the process ὖ is currently in. 

o turn[j] : which process entered stage Ὦ last. 

o Waiting: ὖ waits if there are still processes at higher 

stages, or if there are processes at the same stage, un-

less ὖ is no longer the last process to have entered 

this stage. 

o Idea for mutual exclusion proof: At most ὲ Ὦ pro-

cesses can have passed stage Ὦ.  

2.3 The Bakery Algorithm  
- Freedom of starvation still allows that processes may enter their critical sections before a cer-

tain, already waiting process is allowed access. We study an algorithm that has very strong fair-

ness guarantees. 

- More fairness notions: 

o Bounded waiting: If a process is trying to enter its critical section, then there is a bound 

on the number of times any other process can enter its critical section before the given 

process does so. 

o r-bounded waiting: If a process is trying to enter its critical section, then it will be able to 

enter before any other process is able to enter its critical section ὶ ρ times. 

o First-come-first-served: 0-bounded waiting. 

- Relations between the definitions 

o Starvation-freedom implies deadlock-freedom. 

o Starvation-freedom does not imply bounded waiting. 

o Bounded waiting does not imply starvation-freedom. 

o Bounded waiting and deadlock-freedom imply starvation-freedom. 



 
- The bakery algorithm is first-come-first-served. However, one drawback is that the values of 

tickets can grow unboundedly. 

2.4 Space Bounds for Synchronization Algorithms  
- A solution for the mutual exclusion problem for ὲ processes that satisfies global progress needs 

to use ὲ shared one-ōƛǘ ǊŜƎƛǎǘŜǊǎΦ ¢Ƙƛǎ ōƻǳƴŘ ƛǎ ǘƛƎƘǘΣ ŀǎ [ŀƳǇƻǊǘΩǎ ƻƴŜ-bit algorithm shows. 

  



3 Semaphores 
- In Chapter 2 we have seen how synchronization algorithms can be implemented using only 

atomic read and write. However, these algorithms have several drawbacks: 

o They rely on busy waiting which is very inefficient for multitasking. 

o Their synchronization variables are freely accessible within the program (no encapsula-

tion). 

o They can become very complex and difficult to implement. 

- We introduce semaphores, a higher-level synchronization primitive that alleviates some of the 

problems of synchronization algorithms. They are a very important primitive, widely imple-

mented and with many uses. 

- They have been invented by E.W. Dijkstra in 1965 and rely on stronger atomic operations than 

only atomic read/write. 

3.1 General and Binary Semaphores 
- A general semaphore is an object that consists of a variable count  and two operations up  and 

down. Such a semaphore is sometimes also called counting semaphore. 

o If a process calls down where count>0 , then count  is decremented; otherwise the 

process waits until count  is positive. 

o If a process calls up , then count  is incremented. 

- For the implementation we require testing and decrementing, as well as incrementing to be 

atomic. 

- A simple implementation based on busy-waiting looks as follows: 

 
- Providing mutual exclusion with semaphores is easy: we can initialize s.count  to 1, and en-

close the critical section as follows 

 

class  SEMAPHORE 

  feature  

  count : INTEGER 

  down 

    do 

      await  count > 0  

      count := count ī 1 

    end  

  up 

    do 

      count := count + 1  

    end  

end  

 

 s.down  

 // critical section  

 s.up  

 



- We can also implement a binary semaphore, whose value is either 0 or 1. It is possible to im-

plement this using a Boolean variable. 

3.2 Efficient Implementation  
- To avoid busy-waiting, we use a solution where processes block themselves when having to wait, 

thus freeing processing resources as early as possible. 

 
- In order to avoid starvation, blocked processes are kept in a collection blocked  with the fol-

lowing operations: 

o add(P)  inserts a process P into the collection. 

o remove  selects and removes an item from the collection, and returns it. 

o is_empty  determines whether the collection is empty. 

- A semaphore where blocked  is implemented as a set is called a weak semaphore. When im-

plemented as a queue, we call the semaphore a strong semaphore. This gives us a first-come-

first-served solution for the mutual exclusion problem of ὲ processes. 

- An implementation could look as follows: 

 

count : INTEGER 

blocked: CONTAINER 

down 

  do 

    if  count > 0 then  

      count := count ī 1 

    else  

      blocked.add(P) īī P is the current process  

      P.state := blocked īī block process P  

    end  

  end  

up 

  do 

    if  blocked.is_empty then  

      count := count + 1  

    else  

      Q := blocked.remove --  select some process Q  

      Q.state := ready īī unblock process Q  

    end  

  end  


























































