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1 Network introduction

1.1 Layering
- TCPI/IP reference model
o Application (HTTP, Bittorrent)
o Transport (TCP, UDP)
0 Network (IP)
0 Link (PPP, WiHtthernet)
o Physical (Fiber, Wireless)

- ISO/OSI model
0 Application
0 Presentation (syntax, format and semantics of information transmitted)
0 Session (Lonterm transport issues, e.gheck pointiny
o Transport
o Network
0 Link
o Physical
- Data encapsulation and naming
Application Data Message
Transport Data | H; Segment
Network Data | H; | H, Datagram
Link Data | H; | Hy | H, | Frame
Physical

1.2 Performance
- Two basic measures
o0 Bandwidth
A Also known ashroughput
A approx.: bits transferred per unit of time
A e.g. 25 Mbit/s
0 Latency
A Time for a message to traverse the network
A Also known aslelay
A Half the roundtrip-time (RTT)
- Bandwidthdelay product



0 Whatthe sender can send before the receiver sees anything.

Bandwidth ‘ . )

Delay

[ Throughput = (Transfer size) / (Transfer time)

~

Transfer time = RTT + (Transfer size) / Bandwi

= (Request + First bit delay) + (Transfer time
J

1.3 Units
- Memory often measured in bytes
o pt" ¢ "UOAO
- Bandwidth often measured in bits
o pEFO pmMAEDADAAT T AO

1.4 Application requirements
- Jitter: Variation irthe endto-end latency (i.e. RTT)

2 Application Layer Protocols

2.1 Basics of application layer protocols
- Communication between distributed values.
- Application layer protocol is part of application
- Defines messages exchanged
- Uses communication facilities provided by transport layer (e.g. UDP, TCP)

2.1.1 Services needed by applications
- $A0A 110069 O1T i A ADPO AAT AAAADPO OIi A 1100h 1 OE
- Timing: some @ps need low delay to be effective.
- Bandwidth: some apps need a minimum bandwidth to be useful, others use whatever
bandwidth is available.

2.2 Client/server paradigm
- Client
o )T EOGEAOA A1 1 OAAO OOPAAEO EEOOOO
0 request service
- Server
o Provide servie



2.3 Domain name gstem

2.3.1

2.3.2

2.3.3

Internally, the internet uses IP addresses, but humans rather have domain names.
DNS serves as a distributed database to look up IP addresses for a given domain name.
Implemented as hierarchy of manyname servers
o It is not centralized for various reasons: Single pointof-failure, traffic volume,
maintenance, distant database for some partsf ¢he world. Also, it does not scale.
0 No server has all the mappings!

Types of name servers
Root name servers
o Known to all, 13 logical servers worldwide
o0 Fixed @nfiguration, updated manually
Authoritative name server
0 Stores IP addresses of all nodes in that zone
Local name server root name server
o Companies, ISPs

2 4
Basic DNS query / X\
Recursive! g
Resolve de.wikipedia.org -

o Ask root server (where is .org?), get IP of .org name server localnameserver  authoritative
g o . dns.ethz.ch name server
o Ask .org name server (where is .wikipedia.org), get IP of ) dns.umass.edu
.wikipedia.org name server

o 8

requesting host

CaChlng photek.ethz.ch
DNS system makegxtensiveuse of caching for efficiency/scalability

gaia.cs.umass.edu



3 Remote procedure calls

3.1 Introduction and problem formulation
- Context

0 The most accepted standafdr network communication is IP, where IP is designed to
be hidden behind other layers, e.g. TCP and UDP.

o0 TCP/IP and UDP/IP are visible to applications through sockets. However, these sockets
are still quite lowlevel.

0 RPC appeared as a way to hide comioation details behind a procedure call and
bridge heterogeneous environments

0 RPC isthe standard for distributed (cliesatrver) computing

Machine A Machine B

(client) (server)

i

|

|
>l
il

H Service request

Service response

- Problems to solve
o How do we makeervice invocation part of the languaga a transparent manner?
o How do we exchange data between machines thatdifferent data representation®
A Data type formats (e.g. byte orders)
A Data structures (need to be flattened and reconstructed)
0o How do wefind the service? The client should not need to know where the samer
sides or even which server provides the request
0o How do we deal witlerrors?
- Solutions
o0 To exchange data, an intermediatepresentationformat is used. The concept of tren
forming databeingsent to an intermediate representation format and backeagerred
to bydifferent (equivalent) names:
A Marshalling/unrmarshalling
A Serializing/deserializing

3.2 Individual steps in RPC
- Inteface definition language IDL



o All RPC systems come with a language that allows to describe services in an abstract
manner (independentlpf the programming language used)
0 The IDL allows to define each service in terms of their names, and input and oatput p
rameters
o Given an IDL specification, the interface compiler performs a variety of tasks to generate
the stubs in a target programmingriguage
A Generate the client stub procedure for each procedure signature in the-inte
face. The stub will be then compiled and linked with the client code
A Generate a server stub. A servaaincan also be created with the stub and the
dispatcher compiled and linked into it. The code can then be extended by the
developer by writing the implementations of the procedures.
A It might generate a *.h file for importing the interface and all the necessan-
stants and types.
- Binding
0 A service is provided by a server located at a particular IP address and listening-to a gi
en port.
0 Binding is the process of mapping a service hame to an address and port that can be
usedfor communication purposes
0 Bindingcan be done:
A Locally: the client must know the name (address) of the host of the server
A Distributed: there is a separate service (service location, name and directory
services, etc) in charge of mapping names and addresses.
o0 With adistributed binder, severl general options are possible
A REGISTER (exporting an interface): a server can register service names and the
corresponding port
A  WITHDRAW: a server can withdraw a service
A LOOKUP (importing an interface): a client can ask the binder for the address and
port of a given service
0 There must be a way to find the binder (e.g. predefined location, configuration file)
0 Bindings are usually cached

3.3 Call semantics
- Aclientsendsan RPC to a service at a given server. After a-ticteexpires, the client mayed
cide to esend the request, if after several tries there is no success, what may have happened
depends on the call semantics

(0]

Maybe: no guarantees. The procedure may have been executed (the response message
was lost) or may not have been executed (the request mesaag lost)

At leastonce the procedure will be executed if the server does not fail, but it isiposs
ble that it is executed more than once. This may happen, for instance, if the client re
sends the request after a timeout. If the server is designed sb $lervice calls are
idempotent (produce the same outcome for the same input), this might be acceptable.
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0 At mostonce the procedure will be executed either once or not at all-seeding the
request will not result in the procedure being executed sevénaks. The server must
perform some kind of duplicate detection.

3.4 Summary
- Advantages
o Implement distributed applications in a simple and efficient manner
o0 RPC follows the programming techniques of the time (procedural languages)
o0 RPC allows modular amierarchical design of large distributed systems
A Client and server are separate
A The server encapsulates and hides the details of the back end systems (such as
databases)
- Disadvantages
o0 RPCis not a standard, it is an idea that has been implemented in rifeergmt ways
0 RPC allows building distributed systems, but does not solve many problems distribution
creates. In that regard, it is only a ldawel construct
o Not very flexible, only one type of interaction: client/server

3.5 Distributed environments
- Context
0 When designing distributed applications, there are a lot of crucial aspects common to all
of them. RPC does not address any of these issues
0 To support the design and deployment of distributed systems, programming and run
time environments started to be créad. These environments provide, on top of RPC,
much of the functionality needed to build and run distributed applications
- Distributed computing envimment (DCE)
0 standard implementation by the Open Source Foundation (OSF)
0 provides
A RPC
A Cell directory (sopticated name and directory service
A Time for clock synchronization
A Security (secure and authenticated communication)

3.6 Transactional RPC
- RPC was designed for one at a time interactions. This is not enough.
- This limitation can be solved by making RPC taltsactional. In practice this means that they
are controlled by a 2 phase commit (2PC) protocol:
0 An intermediate entity runs the 2PC protocol, often called transaction manage (TM)
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4 Socket programming

4.1 Introduction

- A socket is &ost-local, application-created, OSontrolled interfaceinto which the application
process can both send and receive messages to/from another (remote or local) application pr

cess.

- Socket programming can be used with both TCP and UDP

o TCP
A

A

o UDP

> >

Client must contact server,ei. the server process must first be running, and
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TCP provides reliable, - hNRSNJ (N} ya¥SN) 2F o6eiSa o0daL

server
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b2 a02yySOGA2YyEé o
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ent and server

S
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4.2 Comparison of Java and C API

- Java API

0 Highlevel, easy to use for common situations
o Buffered I/O

o Failure abstracted as exceptions

0 Less code to write

o Fouws: threads

0 Lowlevel, more code, more flexibility

Original interface
Maximum control
Basis for all other APIs
Focus: events

4.3 Java socket programming with TCP

/I Java TCP client
Socket clientSocket =
DataOutputStream

clientSocket.close();

outToServer =
new DataOutputStream(clientSocket.getOutputStream());

BufferedReader inFromServer =
new BufferedReader (new InputStreamReader(clientSocket.getinputStream()) )

outToServer.writeBytes(
result = inFromServer.readLine();

new Socket( 1 h o st n ©789)0

Afmessageo
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/I Java TCP server
ServerSocket welcomeSocket = new ServerSocket(6789);

while (true) {
Socket connectionSocket = welcomeSocket.accept();

BufferedReader inFromClient =

new BufferedReader( new InputStreamReader(connectionSocket.getinputStream()));
DataOutputStream outToClient =

new DataOutputStream(connectionSocket.getOutputStream());

String input = inFromClient.readLine();
outToClien t.writeBytes(f(input));

- Using this simple approach, one client can delay or even block other clients
- One solution: threads

/[ Java TCP server
ServerSocket welcomeSocket = new ServerSocket(6789);

while ( true ){
Socket connectionSocket = welcomeSocket.accept();

ServerThread thread = new ServerThread(connectionSocket);
thread.start(); /l thread does the same steps as above

4.4 Java socket programming with UDP

/I Java UDP client

Datagram Socket clientSocket = new Datagram Socket ();
InetAddress IPAddress = InetAddress.getByName( "hostname" );
DatagramPacket sendPacket = new DatagramPacket(bytes,length,IPAddress,6789);

clientSocket.send(sendPacket);

DatagramPacket receivePacket = new DatagramPacket(bytes,length);
clientSocket.receive(receivePacket);

result = receivePacket.getData();

clientSocket.close();

14



/I Java UDP server
Datagram Socket serverSocket = new DatagramSocket(6789);

while (true) {
DatagramPacket receivePacket = new DatagramPacket(bytes,length);
serverSocket.receive(receivePacket);
InetAddress IPAddress = receivePacket.getAddress();

int port = receivePacket.getPort();

DatagramPacket sendPacket = new DatagramPacket(bytes,length,IPAddress,port);
serverSocket.send(sendPacket);

4.5 C socket programming with TCP

- There are several steps to use TCP in C

0 Create a socket
Bind the socket
Resolve the host name
Connect the socket
Write some data
Read some data
0 Close and exit

- Servers usdisten(s,backlogpbn a bound, but not connected socket. After that, a callaw

cept(s,addr,addr_lergccepts connection requests

O O O O O

/[ C TCP server
#include <sys/socket.h>

/I set up normal socket (incl binding), see client

/I put the socket into listening mode
if  (listen(ssock, MAX_PENDING) < 0) {
printf(  "Putting socket into listen mode failed ... \n");

return EXIT_FAILURE;
}

/I run forever => accept one connection after each other.
while (1) {
int csock = accept(ssock, 0, 0);
do_something(csock);
close(csock);
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/I C TCP client
#include <sys/socket.h>

/' s is the socket descriptor

/I AF_NET is the address familiy

/I service type, e.g. SOCK_STREAM or SOCK_DGRAM
/I protocola, 0 = let OS choose

int s = socket(AF_INET, SOCK_STREAM, 0)

// bind

struct sockaddr_in sa;

memset(&sa, 0, sizeof(sa) );

sa.sin_family = PF_INET;

sa.sin_port = htons(0);

sa.sin_addr = htonl(INADDR_ANY);

if  (bind (s, (struct sockaddr *)&sa, sizeof(sa)) < 0) {

perror( Aibi nding to | oca) addr esso
close(s);
return -1;

}

Il resolve hostnames

struct  hostent*  h;

h = gethostbyname(host)

it  (hilh ->h_length = sizeof(structin_addr)) {
fprintf(stderr, i %s : suchhost \n Qhost);
return -1;

}

/I connecting
struct  sockaddr_in sa;

sa.sin_port = htons(port)
sa.sin_addr = *(structsockaddr*)h - >h_addr;
if  (connect (s, (structsockaddr*)&sa, sizeof(sa)) < 0 {
perror(host);
close(s);
return -1;
}

- Sending and receiving data works through the commarsend(s,buf,len,flags)and
recv(s,buf,len,flags

16




5 Reliable data transfer
- Reliable data transfer is implemented on the transport layeprdivides the application layer a
reliable channel, and uses internally an unreliable channel from the layer below.

5.1 Incremental development of reliable data transfer (RDT)
- Careful, he API used in the state diagrams is very couirttiitive:

0 Sender side
A rdt_send called from above by the application.
A udt_send called by rdt, to transfer packet over unreliable channel

0 Receiver side
A deliver_data called by rdt taleliverdata to the upper layer (i.e. application)
A rdt_rcv. called when a packet arrives on thexeiving side of a channel

5.1.1 RDT 1.0: reliable transfer over reliable channel
- Underlying channel is perfectly reliable => not much to do

rdt_send(data) rdt_rcv{packet)

extract(packet,data)

make_pkt(packet data)
deliver_data(data)

udt_send(packet)

5.1.2 RDT 2.0: channel with bit errors
- There is no packet loss, but channel may flip bits in packets
- How do we recover frorerrors?
o Acknowledgements (ACKSs): receiver explicitly tells sender that packet he received was
ok
o Negative acknowledgements (NAKSs): receiver explicitly tells sender that packet he r
ceived had errors. The sender will then retransmit the packet
- New mechanisis
o Error detection
0 Receiver feedback with control messages

0 Retransmission

rdt_rcv(rcvpkt) &&
corrupt(revpkt)

udt_send(NACK)

rdt_send(data)
compute checksum

make pki(sndpkt, data, checksum)
udt_send(sndpkt)

rdt_rev(revpki) wait for

&& iISNACK(rcvpkt)
udt_send(sndpki)

call from
below

rdt_rev(revpkt) rat rev(rev,
I fl pkt) &&
&& isACK(rcvpkt) notcorupt(revkt)

extract(rcvpkt,data)
deliver_data(data)
udt_send(ACK)
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5.1.3

514

RDT 2.1
RDT 2.0 has a fatal flaw: What happens if ACK/NAK is corrupted?
0 Sender does not know what happens at receiver
o0 Retransmit might lead to duplicates
Handling duplicates
0 Senderadds sequence number to each packet
o Sender retransmits current packet if ACK/NAK garbled, and the receiver discards dupl
cate packets
Two sequence numbers actually are enough. However, this leads to a duplication of states.

RDT 2.2: NAK-free

Same functioality, but only using ACKs.

Instead of NAK, receiver sends ACK for last packet received packet that was OK, ie: the s
guence number of the acknowledged package is included in the ACK message.

If the sender sees duplicate ACKs, he needs to retransmit

RDT 3.0: channels with errors and loss
Underlying channel can also lose packets (both data and ACKSs)

{ SYRSNJ g Ala aNBlFrazylofSé¢ FYz2dzyd 2F GAYS F2NJ
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